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Disclaimers
1. Not Legal Advice

2. Speaking in My Own Capacity

3. Not Creating Any Right or Benefit

4. Statistics Based on Sources Listed Here 
and Serve Only for Discussion and to 
Make General Points, Not Endorsing.
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Roadmap

1. Statistical Overview
2. Overview of Child Exploitation Crimes
3. Five Emergent Challenges
4. Case Study
5. Prevention
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1. The Stats
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Stats: National Center for Missing and 
Exploited Children (“NCMEC”) Tip Line
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Stats: NCMEC Tip Line
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2. Commonly Charged 
Crimes
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Production of Child Pornography
18 U.S.C. § 2251(a)

• 15-year man./min., 30-year max.
• Must prove three things:

1. Defendant enticed, coerced, etc. minor to engage 
in sexually explicit conduct.

2. Defendant acted with purpose of producing a 
visual depiction of such conduct.

3. Visual depiction transported using any means or 
facility of interstate or foreign commerce.

• Typically internet-based activity
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Enticing a Minor to Engage in Sexual Activity
18 U.S.C. § 2422(b)

• 10-year man./min., Life max.
• Must prove four things:

1. Defendant knowingly enticed, coerced, etc. an individual 
to engage in sexually explicit conduct.

2. Defendant used any facility or means of interstate or 
foreign commerce to do so.

3. Defendant believed target to be a minor.
4. Had the sexual activity occurred, the Defendant could be 

charged with a criminal offense
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Sex Trafficking
18 U.S.C. § 1591

• 15-year man./min., Life max.
• Must prove three things:

1.  Defendant knowingly recruited, enticed, 
solicited by any means a minor.

2. The defendant committed the act knowing or in 
reckless disregard of the fact that force, fraud,  
coercion ect. were be used to cause the minor to 
engage in a commercial sex act. And 

3. The defendant used a cell phone or the internet
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Receiving, Transporting, Distributing 
Child Pornography

18 U.S.C. § 2252A(a)(1) and (2)

• Five-year man./min., 20-year max.
• Must prove two things:

1. Defendant knowingly received, transported, or 
distributed child pornography by means of a facility 
of interstate commerce.

2. Defendant knew materials were child pornography.
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Possessing Child Pornography
18 U.S.C. § 2252A(a)(5)

• No man./min., 10-year max.
• Must prove three things:

1. Defendant knowingly possessed or accessed with the 
intent to view child pornography.

2. The pornography was mailed, shipped, or transported 
using any facility of interstate or foreign commerce.

3. When the Defendant possessed or accessed the 
material, he or she knew it was child pornography.

• Max. increases to 20 years for prepubescent.
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Definition of “Child Pornography”
• 18 U.S.C. § 2256(8)
• “Child pornography” covers “any visual depiction, 

including any photograph, film, video, picture, or 
computer or computer-generated image or picture”

• Image must be one of the following:
• Depicts minor engaging in sexually explicit conduct;
• Digital image actually depicts “or is indistinguishable from” a 

minor engaging in sexually explicit conduct; or
• Digital image was created or modified to appear that an 

identifiable minor is engaging in sexually explicit conduct. 
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Attempted v. Completed Crime
• For Child Exploitation, Penalties Generally the Same
• Important Prevention Tool 
• Knowledge is Key
• Substantial Step
• Typical Use Cases:

• Undercover Operation
• Unidentified Minor
• Incomplete Enticement Offense
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3. Five Emergent 
Prosecution Challenges
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1. “Disappearing” Social 
Media Apps

• Disappearing Message-
Based Social Media Apps
Increasingly Popular

• Messages Actually 
Disappear!

• Investigation Impacted
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2. Use of Payment Platforms

• Increasingly Accessible 
and Easy to Create

• Connection to Increased 
Cell Phone Usage

• Adds Complex Dynamic 
to Victim Experience

Source: Mission Square Research Institute,
“How Teens Manage Money: Receiving, Spending, and Preferred Payment 
Methods,” Available at: https://research.missionsq.org/content/media/ 
document/2025/6/113053_How%20Teens%20Handle%20Money_S.pdf
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3. Self-Generated Images
• Accessibility of Cameras

• Increasing Percentage of 
Child Pornography Created by 
Minor Victims

• Predators Leverage Self-
Created CSAM to Secure More
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4. Rise of AI

• Revenge Pornography and Use of Deepfakes

• Fake Profile Pictures to Facilitate Enticement

• Fake Child Pornography
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Who you 
think you’re 
talking to…
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Who you’re 
really 

talking to…
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AI-Generated Images

Presenter Notes
Presentation Notes
The improvement of AI is exponential… but there are still challenges on hands (fingers) and arms.
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Presenter Notes
Presentation Notes
Proliferation is equally huge… and not everyone is playing by good rules.
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Presenter Notes
Presentation Notes
Graphs show how bad it is getting out there. And these are just reported incidents, not actual incidents. As a baseline problem goes, the house is clearly on fire.
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Child Exploitation and AI

•Manipulated/deepfake images

Presenter Notes
Presentation Notes
Re-victimize existing victims
Harassment/bullying
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5. Increase in Sophistication

• Deletion and Encryption

• Use of VPNs and Other Obfuscation Tools

• Use of Hidden Folders and Dark Web



U.S. Department of Justice

4. Case Study: 
United States of America v. Marco Pagano,
No. 24-CR-20360-ALTMAN (S.D. Fla. 2024)
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Background

• Snapchat
• Infiltrated a group of girls at a UK high school
• Word got around school
• February 2024, teacher heard about it, 

intervened and called law enforcement
• UK law enforcement interview minors
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Investigation
• Four Snapchat Accounts: @marcopio35, 

@markstuffpam, @marcopio3366, @marcopio2024

• Search Warrant to Snap, Inc.

• Subpoena to PayPal

• Subpoena Info from Snapchat and PayPal
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Takedown

• Warrants

• Recorded Interview

• Arrest Decision

• Criminal Complaint
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Criminal Complaint

• Reactive

• Detention

• Value of Detailed Information in Affidavit

• Value of Charging Certain Crimes
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Initial Appearance and Detention Hearing
• Initial Appearance 

Federal Rule of Criminal Procedure 5

• Bail Reform Act and 
Presumption Cases
18 U.S.C. § 3142(e)

• Detention Hearing Set

• Complaint, Pre-Trial Services Report, Proffer
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Initial Indictment: Timing Considerations

• Timing: Federal Rule of Criminal Procedure 5.1(c)

• Avoiding Preliminary 
Examination

• Approval Process

• Arraignment
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Initial Indictment: Practical Considerations

• Mandatory Minimums and Statutory Maximums

• Justice for Victims

• Flexibility for Resolution

• Looking Ahead to Trial
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Discovery
• Federal Rules of Criminal Procedure 16 and 16.1(c)

• Dealing with Contraband

• Rolling Production

• Discovery Conference at Agency
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Additional Investigation
• Identifying Additional Minor Victims

• Shoring Up Charges

• Considering Additional Charges

• Further Discovery Responses to Defense
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Superseding Information
• Purpose of Information

• Completed Crime: 
Production of CP

• Drop Unidentified Victim

• Add International Promotional 
Money Laundering, 18 U.S.C. 
§ 1956(a)(2)(A) 
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Plea and Proffer
• Pre-Plea Discussions

• Plea and Proffer Signing

• Change of Plea Hearing

• Pre-Sentence Investigation 
Report Ordered
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Sentencing
• Objections to Pre-Sentence 

Investigation Report

• Guidelines

• Impact Statements

• Arguments for Appropriate 
Sentence, 18 U.S.C. § 3553(a)
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5. Prevention
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Your Own Voice
• Speaking About Risks
• Understanding Technology
• Monitoring Online Activity
• Teaching Vigilance 
• Rules about Video and Photographs
• Reporting Suspicious Conduct
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NCMEC Resources
• Cyber Tipline: 

https://report.cybertip.org

• NetSmartz Programs:
https://www.missingkids.org/
netsmartz/resources

• Mental Health Support

• Support with Runaways

• 24-Hour Hotline 1-800-843-5678
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FBI Resources
• Safe Online Surfing (SOS)

Program
• “Chasing the Dragon” Doc
• Local Field Offices
• Phone Line: 800-422-4453
• https://tips.fbi.gov
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Questions????



Thank you!
Zachary A. Keller
United States Attorney
Western District of Louisiana
zachary.keller@usdoj.gov
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